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Iotopua) avaopopn:
To x00T0¢ TG amotovyiag

m  To Ariane-5 ekto{e0Onke otig4 Iovvioo 1996, ywa va covipupbet 39
OcvtepoAenta apyotepa AOYw EVOg OPANPATOG OTO AOYIOPIKO eAEYYOD.
(O Ariane-5 avtokataotpagnke eSatriag prag npoondadeiag tov ocvotpatog
n\ofynong va petatrpeyet Evav 64-bit apBpo oe 12-bit dnprovpywvtag
AaBog vriepyeiliorg)
Kootog kataokeong : [Tavw amo 7 dioekatoppopra $
Xpovog 10 €tn

m To 1994 avaxkalo@Onke eva Aabog (bug) oto floating point hardware tov

pwpoeneSepyaotr) Pentium g Intel. To kootog avtikataotaorng 610p0wong
ToV eAattopatog kopavinke mave amo 400 exkatoppopra $.

m  H Intel onpepa 6wabeter pra ano tig peyalvtepeg opadeg moo S ELQE :
aoYOAOVVTAL AMOKAEIOTIKA PE TV AVAANDOI] COOTRAT@V

pe Vv Ponbdeia tov Tomxkev pedodwv
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"
Tomkeg MeBoootr AvaAvong

m  Avaykr ywa avaAdoor kat enalrjfeoorn cootpatwv:

2 00TPATA INPOPOPLOV AEPOVADTIKIIG KAl AEPOMAOIY1 01§
Kpiowpa ovotpata ao@aleiag

EvOolakwpeva Zvotpata (embedded systems)

E-banking

E-shopping

E-health

SpIN..
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"
O e\eykrng povredwv SPIN
(The SPIN model checker) ¢

‘EAeyxog MovteAdwv (Model Checking):

Enavaotatd pédodog yra v avtoparonompevn enainbevorn ocootnpatwv.
EAeyxel Katd 1000 eva POVTENO (aVTUIPOOMIIEVTIKO TOV COCTIPATOG IT0D
ENEYXODHE) IKAVOIIOLEL pia 00T TA IL.X.

To cvotpa divel TO OWOTO ATIOTEAECHQ;

Ikavonotet Paocukeg AEITODPYIKEG 1010TTES

To ovotnpa nepeyel adie§oda (deadlock);

Ynapyet kwowag oo oev exteAeital (unreachable code);

O eheykrng povieAwv SPIN avantoyxOnke ota Bell Labs amo tov S H[ q
G. Holzmann oto Unix group of the Computing Sciences SheE e
Research Center, to 1991
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O e\eykrng povredwv SPIN
(The SPIN model checker) «+

O eAeyyog povtehwv amarttel pla akpifn kat Sekabapn 0nAwor T@v Wt Twv
oo 0a eAeyyBoov. Avto yiverar oovifwg oe pla xpovu) Aoyua) (temporal

m  To SPIN ypnowpomotet v ypappki) xpovikn Aoywur) (LTL, Linear Temporal

logic).
Logic)
[ (operator always)
<> (operator eventually)
! (operator for negation)
U (operator strong until)
V (the dual of U): (p V q) means !(!p U !q))
&& (operator for logical and)
| | (operator for logical or)
/\ (alternative form of &&)
\V (alternative form of | |)
-> (operator for logical implication)
<-> (operator for logical equivalence)

ILy. []'P

("always not P”) :

where P=-3 in an Elev model
Pre={-2,-1,0,1,2,3 7,8}

Spin.;
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"
O e\eykrng poviedwv SPIN
(The SPIN model checker) ¢

m Jlpokettat yua évav on-the-fly eAeyktn poviehwv
(Aev ammoBnkevetat OAOKANPOG 0 YPAPOG TV KATACTACEWV EVOG COOTIIATOG
Kat €10wKd o1 peraPaocelg eAeyxoo, aANa POVO 01 TEAIKEG KATAOTAOCELG TOD)

m  To SPIN npaypatomnotei Evav cootpatiko €Aeyyo T00 00VOAOL
KATAOTACENV EVOG ODOTHRATOG (L€ XPp1)01] Ora@opeTikwv alyoplipwv
avadnong onwg depth-first kar breadth-first )

m  Xprowyomnotei H1a@opeg TEXVIKEG PELWOTG TOD ODVOAOL KATACTACEWV EVOG
OLOTHHATOG IIPOG ATIOPVYI] TOV PAVOHEVOD TI)G “€KPNENG TOL
x@pov Kataotaocewv  (State-Space Explosion problem)

Partial Order Reduction

Abstraction .
Xopperpikeg Texvukeég S H,llgg od
Texvukég X oprrieong
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" J
O e\eykrng poviedwv SPIN

(The SPIN model checker)

m  To SPIN napéeyet évav IpocoORowTE) 0 OI0i0g Kat divel v dovaromta
0oToUg AVOAADTEG VA AIIOKOHICODV XPHOTHA AMOTEAEOPATA HEOW TIG
‘exteAeong’ o €Kovre)\oo TOUG (KATAVONOT) TOD €V MAPAYWYI] XDPOD
KATAOTAOEWV, EAEYXOG ATIOTENEOPATIKOTNTAG TEPATOTITAG HETAPACERDV TOV
ODOTIPATOG ).

Interactive
Random

Guided

m  Anotelei évav ‘eSavIANTIKO avalotr)’ T00 XOPOL KATACTACEWY
ena)\g?euovrag T1G 1010TITEG IOV MPEIIEL VA IKAVOIIOLEL TO MPOG eS€Taon
povT

m  EokoAn xpnon too SPIN peoov tov ypag@uoo nepiBaillovtog
XSPIN (tcl/ tk)
m  YMonoinory Kwdwonoinon twv poviedwv oe PROMELA

Spin.;

5/1/2005 Tomkég MéBodotr Avalvong Zoompatwv 7



"
O e\eykrng povredwv SPIN
(The SPIN model checker) ¢+

KEFIIM
Frond-End
(Tal/ Tk Code)

FROMELA 3 ) LTL Parser
Parser and Translator
h 4
1. 2 £
Syntax Errors Interactive Verifier
Eeports Simulation Genarator
&
Optimized .
Model Checker S H’l' rl
[ANSII Code) checked
Executable
Counter On—Thg—Fly
Verifier
Examples
5/1/2005 8

H 8oy g interactive mpocopoinong kot emaidjfeoorng Tov gpyaheion SPIN



"
O e\eykrng poviedwv SPIN
(The SPIN model checker) «+

Meta ) 610p08won covtaktikev Aalwv, av
PéPata vmapyxoovv, T0 COOTNHA ELOAYETAL OF
interactive nmpocopoiwon, péxplva
PeparwBodpe 0TL copIEpLPEpETAL OTIRG
Behoope kat opiCetrat. Enerta, to SPIN
XPNOIOIOLELTAL YA VA IIAPAYEL pid on- EAcyxog Moveidwy ]‘7
the-fly enaln@evon too npoypapparog H

enalnfevon exreeital pe dra@opeTikég

emAoyeg kabe @opa xat av odnynoet oe l l
OPAApa, TOTE YOPioope SAVA OTO OTAOI0 .. Assous oK
g interactive mpooopoiwong yia va doope
TL IPOKAAEDE TO OPAApA. AV €ival EPIKTO
10 010pOlwvoope Kat KAVOOHE TNV
enalffevon {ava.

I6otnTa

SpIN..
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" J
PROMELA (PROcess MEta LAnguage)

1/5

IIpoketrtal yia pia yYA@wooda avariapactact)g Kat JovVIeAonoinor)g

C-like oovtady

Avanapaotaon EMKOWVGVIAG e XP101] COYXPOVKV/ AGVYXPOVAV KAVANIGV
avra)\)\ayl]g ANVORATOV

Ounpotaoeig (statements) oty PROMELA givan gite exteléopeg
(executable) eite pm\oxkapiopeveg (blocked)

XP1OHOIIOIEITAL KDPIWG Y1 TV APHPI{EVI] HOVTEAOIIOINOT) P WTOKOAAGV
emxowwviag [HOLZ97]

Tapraler anoAvta £miong otV POVIEAOIOiNOoY NPAKTOPV emkowvwviag H
«OUCITIOEIG> PETALD MPAKTOPGV AVATIAPIOTAVTAL GAV OLEPYAOLES, Ta
POVOIIATLA VTGOV TOV OV{NTHOEWV POVTENOIIO0DVTAL OV

KAVAAld Kat ot PeTafPAntég Moo yp1joptonoovvTat
opifovTtat Kat eEAeyyovTal Y@pig Kapia allaym.

Spin.;
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" J
PROMELA (PROcess MEta LAnguage)
2/5

m  'Etot, mpotdaosig propel va pnAokaptotoov ano pia eviolq if eav n covOnkn aotrg
eivat false. Ot mpotdaoelg avTég PIIOPOVV VA EKTEAEOTOVV THV OTLYHI) EKELVI] TIOD 1)
oovOnxn Oa yiver true

m  Kdrtt 1€1010 mapeyet pryaviopong o0y YPOVIOHOD EMKOWVEVIOV PETASD 01Epy AotV
£XOVTAG WG AIIOTEAEOHA Pia eKTENEOT) diepyaoia (responder) va meppéver yia éva
pRvopa amo pua aAAn oepyaoia (initiator).

m  Eival pn-vieteppiviotudn) yA\wooa 1) onoia xpnotponotei tpetg factkovg Toroug
AVTIKEPEV @V

5/1/2005

Processes (global)
Channels (local/ global)
Variables (local/ global)

byte count, total = 0;
channel com a b = [2] of {byte}; E; .
a == b H’L!’!Ed

run test(); //proctype test promela model

Tomkég MeBodor Avalvong Zvompatwv 11



"
PROMELA (PROcess MEta LAnguage)

3/5

m [livakeg

ILy. int table[max]

m  IopPorwkeg anmapl@pnpeveg otabepeg

m Aopsg

typdef msg {byte datal4], byte checksum}
m Xtabepeg

#define MAX 999
m  Teleoteg

t, =, *, /, %, ——, ++, //oapLéuntixol

>, >=, <, <=, ==, =, //ouoxetL0ng

&&, ||l !I //}\OYLKOL

', 7, //RKOVAA LDV EITLKOVOV LAC
5/1/2005 Tomkég MéBodotr Avalvong Zoompatwv

mtype = {LINE CLEAR, TRAIN ON LINE, LINE BLOCKED}

SpIN..
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"
PROMELA (PROcess MEta LAnguage)
4/5

m  Awpyaoia (process)
proctype ProcessA()

{

byte newVariable;
newVariable = 3
}
m  H Awpyaoia init (mapopowa Aettovpyia pe tv main otyv C)
init
{
run ProcessA();
run ProcessB ()
}
Y& avtv v nepintwor), n A&y kAedi run mopodoTEl TIg

dvo Oepyaoieg.

SpIN..

5/1/2005 Tomkég MéBodotr Avalvong Zoompatwv
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" J
PROMELA (PROcess MEta LAnguage)

5/5

m  Kavaiwa (Channels)
channel com a = [2] of {byte};
m  AnootoArn ppvopatog (! operator)
com al4
—>H niponyoopevy npotaocn PIAOKAPETAL EKTOG EAV OTO KAVAAL com_a
vrrapyet pua xevr 0¢on)
®  Anyn pnyvoparog (? operator)
com_ a?msg

-~ (H nponyovpevn npotaor PINOKAPETAL EKTOG EAV OTO KAVAAL €O

SpIN..

IEPLEXEL PLA OITOLAONIIOTE T TOIIOV byte)
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XSPIN: ITapaostypa v

Movtedonooope 1o ovotnpa mov Bedoovpe va emalnBevoovpe kat eEKTEAOOPE COVTAKTIKO ENEYYO

(syntax check):

5/1/2005

SPIN CONTROL 4.0.7 -- 1 August 2003
File.. | Edit.. | Run.. | HE||:|| SEIN DESIGH VYERIFICATION Lineﬂ:|4 Fir‘ldil
 irit § G =T - ;

Run Syntax Check
|} Fun Slicing algorithm

Set Simulation Parameters, .

Set Verification Parameters, .

LTL Property manager..

Wiew Spin Aukomaton for each Proctype.,

SpIN..

Tomkég MeBodor Avalvong Zvompatwv 15



XSPIN: ITapaodsypa 7

O£ToVpE TIg AP APETPOVE IIPOCOPOIWOTG avAAoyd pe Ta amotedéopata mov embopoope:

5/1/2005

File.. | Edit.. | Rur.. | Hs
A1 Doley, Klawe & Rod
*“An Ofn log n) unidirey

* finding in a cincle, J.
i

Hdefine M & A
| Hdefine | 3 P
Hdefine L 10 £

ritype = 1 one, o, win
chan q[M] = [L] of { mtd

byte nr_leaders = 0;

bit Active =

proctype node [chan i
{ rIl
bte nr, maxi

W R
Wz auk;

printf[" M5 LC;
outlone(myn
do

TE

<open C:/DJGPP/bir

Simulation Options

Display hode
v MSC Panel - with;
(+  Step Mumber Labels
" Source Text Labels
'  Momal Spacing
" Condenszed Spacing
[ Time Sequence Fanel - with:
*  |nterleaved Steps
= Ore window per Process
" Orne Trace per Process
v Dataalues Panel
¥  Track Buffered Channels
W  Track Global Yariables
[ Track Local Variables

[ Display varz marked 'show' in M5C

| Execution Bar Parel

Simulation Style

* Random [using seed]

Seed Walue |

" Guided [using pan.trail)

Steps Skipped |0

" |nteractive

A Full Queue
(* Blocks Mew Msgs

" Lozes Mew Msags

Hide Queues in MSC
Queue nr:

li
Queue nr: Ii
li

CQueue nr:

Tomkég MeBodor Avalvong Zvompatwv

SpIN..
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XSPIN: ITapaodstypa a7

Arniote\éo '

Simulation Output [- ||E|E|
A| 8E: proc 3 [Timer] ine 71 "pan_in"' [state 18] [.[gata]]
a7 proc 2 [Safe] line 52 "pan_in'' [state 24) [break]
timeout
Hproceszes: 4
ar proc 3 [Timer] ing B5 "pan_in"* [state 17]
ar proc 2 [Safe] line B1 “'parn_in'' [state 28)
ar proc 1 [Unzafe] ine 47 "pan_in'" [state 39)
ar proc O [init] ine 74 "pan_in"' [state 5]
._] 4 processes created
Single Step | Suspend Saveir | simout Clear | Cancel

Data Values |Z|E| [z|

S afe[2]:here[0]
Safe[2]here[1]
Safe[2]here[2]
Safe[2]:here[3]
Safe(2]s1 =1
Safe[2]s2 = 0
Unzate(1):here[0]
IInzafel1):here[1]
Unzafe[1):here[]
IIn=afel1]:here[3]
Unzafe1ls1 = 1
Unzafe[1):22 = 0
time = 95

¥
[ —

oOoo o

Message Sequence Chart

| -
17
2rg 1 Safe:2
17
22
Timer:- 3

[ e7 ]

==

Smaller Larger | Save in: mac.ps Cloze I Presemve

EX I =L

5/1/2005 Tomkég MéBodotr Avalvong Zoompatwv 17



XSPIN: ITapaodstypa « 7

Eni\éyoope Tig mapaperpoog yia v enalnbeoorn too povtéloo (mmy invalid endstate, unreachable

Code xaBwg xat Tov T0mo avaditnong Tov YMPOoL TV KAtaotaoewv moov Oa mapaybet) :

mEg

FilE.. Edlt.. Hun“ | I } | I"'I'III.I""I.II:\ 'I'II ........
a [init{ i Options.
printf["pas, —
I Correctness Properies Search Mode
(*  5afety [state properties) * Eshaustive
~ :
B e Supertrace/Bitstate
i 3
W Irwvalid Endstates HastrE ot
" Liveness [cycles/zequences) T
AFull Queue
- 2
Mon-Progress Cocles (5 Bk b Bl
l,«—\. -
Acceptance Cycles e Raw Msgs S H’ll q
[ with Weak Faimess Chec Ed
[&dd Mever Claim from File]
I &pply Never Claim [If Prezent)
- [Werify an LTL Property]
- ¥ Feport Urreachable Code
= [Set Advanced Optionz)]
[ Check xr/vs Azsertions
Help | Cancel
5/1/2005
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XSPIN: ITapaodsypa e 7

AnoteAéoparta enarnfevong (errors: 0):

Yerification Output ,1: E“E][z

[SpinYersion 4.0.7 - 1 August 2003)
+ Partial Order Reduction

| »

Full ztatezpace search far;

never claim - [hat zelected]
azzertion violations - [dizabled by -4 flag)
cycle checks - [dizabled by -DSAFETY

irvalid end states +

State-vector 56 byte, depth reached 48, emars: 0
4339 states, stored
1070 statesz, matched
5408 tranzitions [= stored+matched]
2 atomic stepsz
hazh conflictz; O [resolved)
[max size 2719 states)

2724 memon uzage [Mbuyte]

unreached in proctype Unzafe
[0 af 39 states)
unreached in proctype Safe
[0 of 25 ztates)
unreached in proctype Timer
line 71, state 20, "-end-"
[1 af 20 states)
— unreached in proctype :init:
[0 of & states]

SpIn.;

Savein | C/DJGPP/E Clear | Close

5/1/2005 Tomkég MéBodotr Avalvong Zoompatwv




"
XSPIN: ITapaodstypa 7

LTL Manager

5/1/2005

ar‘n:4 ar

<>|LI

Operators: ] -» nat

L

Linear Time Temporal Logic Formulae

Forrula: [[1< [outoftime]) Load...

Property holds for. © All Executions [desired behavior] ™ Mo Executions [eror behavior]

Motesz [file zoldiers.IH):

B=1/e3

Symbol Definitions:
|~ | Hdefine outoftime  tirme: B0

L

Mewver Claim:
- ll,lx
* Farmula As Teped: [1<3[oul
=
never 1/ (1< > [outaftime]]] =
accept_init:
TO irit:

if

= |

kaftime]]

LI L L ERL PR o

Generate

Werfication Fesult not wald

j niever claim +

acceptance  cycles
J invalid end statez - [dizabl

State-vector B0 byte, depth reached 8
,l 2873 states, stored [530 visited)

SEe

agzzertion violations  + [if within zcope of claim]

+ [faimess dizabled)
ed by newver claim]

Fun Yerfication

Help | Clear
e ——

Save bz

SpIn.;
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"
XSPIN: ITapaodsypa 7

IIpooopoimon Guided ywa va PBpedet to AabBog (pe tqv Ponbdeia too counter-example)

Spin Version 4.0.7 -- 1 BEugust 2003 -- soldiers.prom -- M3C -- 1

Suggested Action = “E|[§] . .
: i z L e — z @ J.uunsage

Optionally, repeat the run with a different zearch depth to find a shaorker path to the emrar. = -

Or, perform a GUIDED zimulation to retrace the error found incthiz run, and skip the first zenies of steps if ; ey

the ermar was found at a depth greater than about 100 zteps). R o e S

Setup Guided Simulation.. | Fun Guided Simulation.. | Close i

F1] =) ch?l
16 I e

.*_
Simulation Output [_|E [g = | |

:J an: proc 3 [Timer] ine B0 "pan_in"' [ztate 5] [stopwatch™ ) : ' -
g2 proc 2 [Safe] line 49 "pan_in" [state 5] [[[[(here[0fE&here[1]E&here[2]tdRhera[301]] . =
a4 proc 3 [Timer] ine B0 "pan_in"' [state B] [time = [tme+10]]  <merge 17 now (&7 . ; -
MSI: El:l unsale to satels,
a4: proc 3 [Timer] line 60 "par_in"' [state 7] [printf'MSC: Zdh\n' time]] <merge 17 now - B R RN e
=7 @
¢4<¢<START OF CYCLE» 323> s | S toTwateReT]

zpir: trail ends after 86 steps
Hprocesses: 4

26 proc 3 [Timer] ine 58 "pan_in"' [state 17] s¢ l I
36: proc: 2 [Safe] ine B3 "pan_in'' [state 28] 53 ]
a6: proc 1 [Unzafe] line 38 “par_in'' [state 39) s STopvatehTT
ae: prac O [init] line B3 "pan_in" [state 5) m
4 processes created t Tmears o safeTl. T
3 unsafe to safe?l,1l
= . . % Stopwatchll
Single Step | Suszpend Save in: | sim.out Clear | Cancel " i EnEL
l 34

5/1/2005 Tomkég MéBodotr Avalvong Zoompatwv 21



" J
E@appoyeg too SPIN (2

Xpnon too SPIN yua tnv enaAnfenon Kataveppevemv cooTNRATOV TANPO@POPI®V
Kpiowpa cootpata aog@aleiag
Movtelonoinor kat enalnfevon npwTtoKOA®V EMKOV@ViAg

Mepwa napadsiypara:
m  EnaAnfevon too ovotjpatog MANPo@opilov yid Tov EAeyX0 AELITODPYIKOTTAG TWV

alyopifpwv oto gpaypa 100 AoyOpIKO erneSepyaoiag KAoewv o€ TNNEPOVIKA

kévipa peragopag 0edopévav (Pathstar designed by Lucent Tech.
m X em\eypevoog alyoplBpoog os evav peyalo apidpo

EPAPHOY®V draotpikev anootolav onwg Deep Space 1,

SpIN..

Cassini,Mars Exploration Rovers, Deep Impact
(NASA Formal Method Group

5/1/2005 Tomkég MéBodotr Avalvong Zoompatwv 22



" J
E@appoyeg tou SPIN ¢ 2

m Interlocking control by Distributed Signal Boxes: Design and Verification
with the SPIN model checker (see references)

m  TIpoxketrtat ywa v avamrodn evog katavepnpevoo alyopifpoo (DSBs) pe
Vv Ponfewa too SPIN

m  Emtoyng epappoyr) Too o€ £va O0YKOWVMVIAKO OIKTDO OIIOV Kt YIVETAl O
é\eyxog mpooPaong oe xpiopa onpeia (Xoykowvwviako oiktoo too METPO
mg Abnvag)

m Intrusion attack tactics for the model checking of mDeadlock freedom
®m no assertion violation

e-commerce security guarantees =
mno invalid end-states

m Xyedlaopog Kat povtelormoinor evog intruder ywa v

€0PEOT) OPANPATWV OF IPWTOKOANA EMKOIV@VIAG
m  Anpovpyia evog intruder framework onoo o xat
epappolovtatl moMar\eg embeoeig oto Vo ¢ETaon)

SpIN..

IPWTOKOANO
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" J
EmiAoyog

m  Enaln0coorn 0wot)tov avaloya pe Tig 00yKeKppéveg Aettoopyieg Kat
Kataotaoelg mov 0ehoovpe to poviedo va enalnbever
Enaln@evon tov emPefaiwoemv moov Bedovpe va woydoov
(assertion violation checking)
EnaAnfevon Wotutov embopntov 1 pry/ emBopntov Kataotdoemv

TEPPRATIONOV
Enomteia, enavaoyedlaopog kat 610p0wor) tov poviedoo pe v Porndeia too
npooopowwtr] too SPIN

m  Movte\onoinot MOAVINOK®V COOTHATWV HELWVOVTAG OPACTIKA TWV
IIAPAYOHREVO YWPO KATACTACENV PECK OLAPOPWV TEXVIKGOV
m  EokoAn povrtedonmoinon péow tng PROMELA

SpIN..

m  Eoypnoto nepallov povtedonoinong peom too XSPIN
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Recommended Books/ References/
Sources (2

G. J. Holzmann. Design and Validation of Computer Protocols.Prentice-
Hall Englewood Cli.s, New Jersey, USA, 1991.

G. J. Holzmann. The model checker SPIN. IEEE Transactions on Software
Engineering,1997

G.J. Holzmann, “Design and Validation of Protocols: A Tutorial,” Computer
Networks and ISDN Systems, vol. 25, no. 9, pp. 981-1,017, 1993.

Holzmann, G.J. "The Spin Model Checker - Primer and Reference Manual", Addison-
Wesley Publ., ISBN 0-321-22862-6, available September 2003.

Official SPIN website http:/ / spinroot.com/ spin/ whatispin.html

The World Wide Web Formal Methods Virtual Library http:/ / www.afm.sbu.ac.uk/
The Basic SPIN manual (see SPIN’s official website) .
Concise PROMELA Reference (see SPIN’s official website) S BJEQE S
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http://spinroot.com/spin/whatispin.html
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"
Recommended Books/ References/
Sources 2

m  Carnegie Mellon University - Formal methods Group
http:/ / www.cs.cmu.edu/ groups/ formal-methods/ formal-methods.html

m  NASA formal methods website
http:/ / eis.jpl.nasa.gov/ quality/ Formal Methods/

m  Formal Methods & Tools (FMT) group at the University of Twente, The Netherlands
http:/ / fmt.cs.utwente.nl/

m Basagiannis, S., Katsaros, P. and Pombortsis, A., “Interlocking control by Distributed
Signal Boxes: design and verification with the SPIN model checker”, Lectures Notes
in Computer Science 4330, 317-328, Springer Verlag, Sorrento, Italy 4-6 Dec.for The
Fourth International Symposium on Parallel and Distributed Processing and
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